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QuikRead go® Instrument Security settings

From the QuikRead go software version 7.5.1 onwards it is possible to take a feature called Security settings
into use. When the Security settings is set ON, all users have a role and need to create a user account with
operator ID, full name and password.

User roles are
e Admin:
o only one per instrument, operator ID is ADMIN. The name is not modifiable.
o When starting Set-up wizard, QuikRead go will ask an admin password to be created.
e Supervisor
o has access to all except for performing factory reset and deleting security logs.
e Normal User
o can set user specific settings.
o can see QC and LIS offline results and optionally old patient results.
o can add new QC lots locally when doing a Quality control measurement, and if QC checking
is set ON.
o can see error log and transfer the log to a USB storage device.
o features not accessible are greyed out.

See table below of user roles and rights.
With Security settings ON, it will be mandatory for all users to log in to QuikRead go always before starting to

use the instrument. Only emergency measurements can be measured only with an operator ID, without a
password.
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To take Security settings into use, go to Settings > Measurement flow > Maintenance > Admin settings >
Security settings
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On this screen:

Select Security login ON. When selected ON, all users need to log in always before starting to use
QuikRead go.

Define access to old results. Options are that old results are open only for admin and supervisor, or
they are open for all users.

Admin password can be changed in Manage admin account. The default admin password is
QRGOSET.

Set up user and supervisor accounts in User accounts.

Adjust time for logout timeout, that is, the time after which a user will be logged out. This is different to
the hibernate settings in Power save.

In case of a lost or forgotten Admin password, request a temporary password at

. You will need an instrument serial number to proceed. The temporary

password is valid for one week and can be used once.

Security settings: Login functionality

Session inactivity timer is a separate and independent setting from the Power save hibernate timer.
The inactivity timer is set at Security settings: Logout timeout. Time range is 5 — 60 min.

When the session inactivity timer expires, user will be logged out.

If the Full standby option in Power save is in use, the user will be logged out when QuikRead go
enters sleep mode.

The user can also log out manually.

Emergency measurement is possible by logging in only with an Operator ID, a password will not be
needed.

Contact your supplier for more details about LIS connection.
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Table of user roles and rights

Action Normal User Supervisor Administrator
Patient measurement X X X
QC measurement X X X
See all QC results X X X
Add new QC lot X X X
See old patient results -/X* X X
See LIS offline results X X X
Transfer old results to USB - X X
Personal settings (Language, Power save) - X X
Personal settings (Screen brightness, Audio X X X
volume)

Measurement flow - X X
Test parameters - X X
QC parameters - X X
Maintenance (Error log, Self-diagnostics, X X X
About)

Maintenance (Basic settings, Date & Time, - X X
Software update, Touch calibration,

Maintenance logs: transfer)

Maintenance logs: Delete security logs - - X
Admin settings (all except Factory reset) - X X
Admin settings (Factory reset) - - X
Change own password X X X
Create / Edit / Remove a User - X X
Create a new Supervisor - X X

*Depending in settings in Settings < Measurement flow > Maintenance > Admin settings > Security settings
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